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or National Audio-Visual Center, Na-
tional Archives and Records Adminis-
tration, Capital Heights, MD 20743–3701. 

PART 8—CLASSIFIED INFORMA-
TION: CLASSIFICATION/DECLAS-
SIFICATION/ACCESS 

Subpart A—General 

Sec. 
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8.3 Applicability. 
8.5 Definitions. 
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Subpart B—Classification/Declassification 
of Information 

8.9 Information Security Review Com-
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8.13 Authority to downgrade or declassify. 
8.15 Mandatory review for classification. 
8.17 Classification challenges. 
8.19 Procedures for submitting and proc-

essing requests for classification reviews. 
8.21 Burden of proof. 
8.23 Classified information transferred to 

the Department of Transportation. 

Subpart C—Access to Information 

8.25 Personnel Security Review Board. 
8.27 Public availability of declassified infor-

mation. 
8.29 Access by historical researchers and 

former Presidential appointees. 
8.31 Industrial security. 

AUTHORITY: E. O. 10450, 3 CFR, 1949–1953 
Comp., p. 936; E. O. 12829, 3 CFR, 1993 Comp., 
p. 570; E. O. 12958, 3 CFR, 1995 Comp., p. 333; 
E. O. 12968, 3 CFR, 1995 Comp., p. 391. 

SOURCE: 62 FR 23661, May 1, 1997, unless 
otherwise noted. 

Subpart A—General 

§ 8.1 Scope. 
This part sets forth procedures for 

the classification, declassification, and 
availability of information that must 
be protected in the interest of national 
security, in implementation of Execu-
tive Order 12958 of April 17, 1995, ‘‘Clas-
sified National Security Information;’’ 
and for the review of decisions to re-
voke, or not to issue, national security 
information clearances, or to deny ac-
cess to classified information, under 
Executive Order 12968 of August 2, 1995, 

‘‘Access to National Security Informa-
tion’’. 

§ 8.3 Applicability. 
This part applies to all elements of 

the Department of Transportation. 

§ 8.5 Definitions. 
As used in this part: 
Classification means the act or proc-

ess by which information is determined 
to be classified information. 

Classification levels means the fol-
lowing three levels at which informa-
tion may be classified: 

(a) Top secret. Information that re-
quires the highest degree of protection, 
and the unauthorized disclosure of 
which could reasonably be expected to 
cause exceptionally grave damage to 
the national security that the original 
classification authority is able to iden-
tify or describe. 

(b) Secret. Information that requires 
a substantial degree of protection, and 
the unauthorized disclosure of which 
could reasonably be expected to cause 
serious damage to the national secu-
rity that the original classification au-
thority is able to identify or describe. 

(c) Confidential. Information that re-
quires protection and the unauthorized 
disclosure of which could reasonably be 
expected to cause damage to the na-
tional security that the original classi-
fication authority is able to identify or 
describe. 

Classified information or ‘‘classified 
national security information’’ means 
information that has been determined 
under Executive Order 12958, or any 
predecessor or successor order, to re-
quire protection against unauthorized 
disclosure, and is marked to indicate 
its classified status when in documen-
tary form. 

Clearance means that an individual is 
eligible, under the standards of Execu-
tive Orders 10450 and 12968 and appro-
priate DOT regulations, for access to 
classified information. 

Damage to the national security means 
harm to the national defense or foreign 
relations of the United States from the 
unauthorized disclosure of information, 
to include the sensitivity, value, and 
utility of that information. 

Declassification means the authorized 
change in the status of information 
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